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Figure 6.2: Percentage of correct answers to quiz questions per section during the computer forensics
workshop; note that shaded bars followed by solid bars refer to the question’s first and second iterations,
respectively, for that section

Across the second iteration of every quiz, student performance showed a general
improvement as seen in Figure 6.2. For these results, we note there were no major issues,
and the improvements seen in the carving quiz question 1, FAT quiz question 2, and registry
quiz questions 3 and 4 are particularly interesting to note.

Also, as in Tables 6.3, 6.4, and 6.5, the students had particularly positive opinions
of peer instruction and clicker usage in general as well as computer security and forensics,
and their workshop experience seems to have been relatively positive. Therefore, given both
their in-workshop results and survey responses, we view peer instruction as an instructional

method that we would like to adopt further.
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Table 6.3: Computer forensics and cybersecurity interest and experience opinion survey

’ Question Average Opinion ‘
I believe it is valuable and helpful to learn challenging academic content 82%
by discussing these challenging topics with my fellow classmates.

It is important for computer science students to understand malicious 84%
software, which is a program that is inserted into the system to compro-

mise the data or availability.

I believe the content presented in this workshop is relevant to my studies 84%
as a computer science student.

It is important for computer science students to have thorough knowl- 87%
edge of filesystem internals for digital forensics.

It is important to maintain chain of custody for digital evidence for 76%
forensic investigations.

I learn topics well when I work through problems and discuss concepts 82%
with my peers.

It is likely that I will take computer security courses after completing 76%
this workshop.

As a computer science student, I should be aware of the state of data 78%
on a storage drive after a format operation.

When the instructor asks questions during the workshop, it is helpful 80%
for my learning.

It is important to recover the contents of volatile memory when a com- 84%
puter is seized for an investigation.

I take interest when digital forensic investigations are highlighted in the 78%
news.

I would be interested in an alternative lecture structure including more 80%
discussion and interaction with classmates.

To understand computer forensics, I discuss it with friends and other 1%
students.

I am not satisfied until I understand why something works the way it 80%
does.

I study computer forensics to learn knowledge that will be useful in my 84%
life outside of school.

Nearly everyone is capable of understanding computer forensics if they 73%
work at it.
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Table 6.4: Peer instruction lecture preparation, peer instruction, and clicker usage opinions

] Question Average Opinion
Thinking about clicker questions on my own, before discussing with 87%
people around me, helped me learn the workshop material.

I read the required material before the workshop. 89%
The pre-workshop reading quiz helped me recognize what was difficult 76%
in the reading.

Most of the time my group actually discussed the clicker question. 87%
Discussing course topics with my seatmates in the workshop helped me 96%
better understand the workshop material.

The immediate feedback from clickers helped me focus on weaknesses in 91%
my understanding of the workshop material.

Knowing the right answer is the only important part of the clicker ques- 49%
tion.

Generally, by the time we finished with a question and discussion, I felt 80%
pretty clear about it.

Clickers are an easy-to-use class collaboration tool. 89%
Clickers helped me pay attention in this workshop compared to tradi- 82%
tional lectures.

Using clickers with discussion is valuable for my learning. 80%
I recommend that other instructors use this approach (reading quizzes, 91%
clickers, in-class discussion) in their courses.
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Table 6.5: Workshop-specific opinions

From the point of helping me learn, the content of clicker questions was

Much too hard
0%

Too hard
0%

OK
100%

Much too easy
0%

In general, the ins

before the first vote.

tructor gave us enough time to read an

No, far too little
time

0%

No, little
time

0%

too

OK amount of
time
89%

Too easy
0%
d understand the questions
Yes, too much
time
11%

Yes, far too
much time
0%

Which of the following best describes your discussion practices in this group?

I always discuss
with the group
around me, it
helps me learn

78%

I always discuss
with the group
around me, I
don’t really
learn, but I stay
awake

I sometimes dis-
cuss, it depends

Irarely discuss, 1
don’t think I get
a lot out of it

I rarely discuss,
I'm too shy

0%

Much too short
0%

Much too long
0%

was

Much too short
0%

0% 22% 0%
The amount of time generally allowed for peer discussion was
Too short About right Too long
11% 89% 0%
In general, the time allowed for class-wide discussion (after the group vote)
Too short About right Too long
11% 89% 0%

Much too long
0%

In general, it was helpful for the instructor to begin class-wide discussion by having
students give an explanation.

N/A - The instructor rarely

It’s not helpful to hear other

It was helpful to hear other

did this students’ explanations students’ explanations

11% 0% 89%

The professor explained the value of using clickers in this class.

Not at all Somewhat, but I was | Yes, they explained it | Yes, they explained it
still unclear why we | well too much
were doing it

0% 11% 67% 22%
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Chapter 7

Related Work

There have been prior forays into the usage of peer instruction in the computer science
classroom. Porter et al. performed a multi-instutional study of the usage of peer instruc-
tion in seven instructors’ introductory programming courses [14]. Considering instructors’
prior experience (or lack thereof) utilizing peer instruction, they primarily focus on stu-
dent perception of peer instruction using measurements such as perceived question difficulty,
question time allowed, discussion time allowed, content difficulty, and more. From surveys
used, they note that at least 71% of students would recommend other instructors use peer
instruction, and instructors viewed noticeable changes in classroom experience. Noting that
one course had less than ideal survey results, Porter et al. note that in that case, a grade
hinged on correctness in peer instruction responses, and many students felt that the value
of peer instruction was not well-explained [14].

Similarly, Porter et al. conducted a measurement of peer instruction across multiple
small liberal arts colleges to measure the effectiveness of peer instruction in smaller classes,
using data from five instructors at three institutions [15]. The authors noticed normalized
gains in the same range or above that of larger universities with students generally approving
of the method and their performances.

Sarah Esper discusses an introduction of peer instruction to a software engineering
course with 189 students [3]. Utilizing an interesting modification to the standard peer in-
struction process in which a clicker question is initially shown without answers and both the
students and instructor propose potential answer choices with discussions of those answers
(though the instructor does not mention whether an answer suggestion is correct or incor-
rect), which the author views as a way to teach problem solving “when there is no right

answer” [3]. The author notes that, after the course, 72% of the students would recommend
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the course instructor, with 28% not recommending due to reasons such as there not being
clear correct answers or clicker questions being unclear [3].

Liao et al. created modeling practices for student outcome prediction in a twelve-
week introductory computer science course to identify struggling students (described as the
students scoring in the bottom 40% in final exams) utilizing peer instruction results to predict
final exam scores through a linear regression model with approximately 70% accuracy [7].

Lee, Garcia, and Porter examine effectiveness of peer instruction in two upper-level
computer science courses: Theory of Computation and Computer Architecture, finding av-
erage normalized learning gains of 39% [6].

In order to provide an overview of learning gains (defined here as the percentage
increase in performance from individual to group peer instruction votes), from sources where
available, in Table 7.1 we establish a listing of standard peer instruction implementations
across multiple courses, highlighting the name of the course, the number of students in the
section (potentially combined), and learning gains recorded from peer instruction data.

Table 7.1: Reported normalized learning gains from related studies *

’ Course ‘ Enrollment ‘ Learning Gains ‘ Citation ‘

Computer Architecture Unknown 36% 6]

Theory of Computation Unknown 43% 6]

CS1 19,18,32 43%,48%,26% [15]
Computational Organization | 10 40% [15]
Operating Systems 9 64% [15]
Theory of Computation 13 54% [15]
CS1 Unknown 41% [19]
CS1.5 Unknown 35% [19]

None of the previously mentioned works cover peer instruction in cybersecurity.
Therefore, we have found it worth our time not only to develop materials for cybersecu-
rity courses, but also create a methodology that can be used to assist others in ensuring that

questions they develop are truly conceptual.

!Note that comma separated values in enrollment and learning gain cells indicate multiple sections of
the same course from the row’s source—each item in the enrollment list corresponds to the same item in the
learning gains list.
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Chapter 8

Conclusion and Future Work

Through the use of peer instruction, we seek to build problem solving skills and
technical aptitude in students who take advanced cybersecurity coursework. The expectation
of student preparation prior to class and significant discussion during class significantly help
students to have better understand of the content and better learning experience in class.

Our question development methodology for peer instruction allows instructors to
systematically create questions and smoothly transition from lecture style format to peer in-
struction. The results of our analysis of 279 peer instruction questions (developed for three
cybersecurity courses) conclude that the example and scenario based questions are more
suitable for peer instruction questions. The concept trigger qualitative question generally
applies to peer instruction questions. However, depending on the subject area in cybersecu-
rity, the concept triggers may or may not be appropriate for the peer instruction questions.
For instance, concept triggers identify a set or subset and strategize only are mostly suitable
for the introduction to computer security course and network penetration-testing course,

respectively.

8.1 Future Work

As part of the future work, we plan to utilize the peer instruction questions in their
respective courses, and evaluate their overall efficacy in class, while holding further workshops
to help gauge student opinions on peer instruction as well as question quality. Furthermore, a
drawback for our peer instruction question creation methodology is that it is not particularly
quantitative. To solve this, metrics will be collected for each peer instruction question. In
the future, we will use these metrics to gauge effectiveness of each peer instruction question

by its chosen concept triggers and presentation types in hopes of determining either an ideal
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proportion for each question presentation type or an ideal measurement of which question

triggers lend themselves better to any particular presentation type.
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Appendices

A Workshop Quizzes

A.1 File Systems Quiz
1. What are the two primary data structures of FAT systems?

(a) Directory entry, File allocation table
(b) Cluster entry, File allocation table
(c) File entry, Quick allocation table

Answer: Directory entry, File allocation table

2. How is the filename “conf.ini” stored in a FAT file system that utilizes short filenames?

CONF.INI
CONFINI
CONF INI
Answer: CONF INI
3. FAT32 maintains a backup BIOS Parameter Block.
(a) True
(b) False
Answer: True
4. How does a FAT file system denote the end of a file?

(a) The number of the final cluster equaling the stored number of clusters (-1 for zero
indexing)

(b) A FAT entry marked EOF

(¢) The final FAT entry for the file is marked “NULL”

(d) Each file is allocated the same initial space, and the first “NULL” entry in the file’s
allocation table is the first cluster following the end of file

Answer: A FAT entry marked EOF
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A.2 File Carving Quiz

1. Traditional carving uses these to find potential files:

(a) Known headers
(b) Known filenames
(c) Allocated clusters following blocks of unallocated clusters
(d) Recovered file system metadata
Answer: Known headers
2. Which of the following is a known issue with carving?
(a) Fragmentation

(b) Milestones
(c¢) Unprintable bytes in headers

Answer: Fragmentation

3. File carving could efficiently utilize distributed systems.
(a) True
(b) False

Answer: True

A.3 Windows Registry Quiz

1. What are the primary registry files known as?

Answer: Hives
2. What is the timestamp given to any registry key?
(a) LastWriteTime

(b) LastReadTime
(c) CreatedTime

Answer: LastWrite Time
3. Which of the following stores data in the registry?
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Answer: Data
4. Where can user password hashes be found?
(a) SYSTEM
(b) SECURITY
(c) SOFTWARE
(d) SAM
(e) DEFAULT

Answer: SAM
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B Computer Forensics Workshop Interest/Experience Survey

For section 1, please check the appropriate boxes to indicate your response.

1. What is your clicker number? It should be on the sticker on the back of the clicker,
below the barcode. If you're unsure, please raise your hand.

2. You are a(n):

(a) undergraduate student

(b) graduate student
3. Gender

(a) Male
(b) Female
(¢) Other

4. Have you previously taken any coursework at UNO related to computer security?

(a) Yes
(b) No

5. Do you intend to specialize in the computer security field while at UNO?

(a) Yes
(b) No

6. Do you intend to take computer security courses after this workshop?

(a) Yes
(b) No

7. Do you have experience in any of the following items?
(a) Systems Administration
(

)
b) Networking
(c) Operating System Internals
(d)

)

d) Digital Forensics

(e) Computer Security
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For section 2, where applicable, please select your scores for each of the following.

8. GRE

(a) 260-280
(b) 280-300
(¢) 300-320
(d) 320-340

9. ACT

(f) 31-36
10. SAT (1600 scale)

(a) 400-699
(b) 700-999

(c) 1000-1299
(d) 1300-1600

11. SAT (2400 scale)

(a) 600-899
(b) 900-1199
(c) 1200-1499
(d) 1500-1799
) 1800-2099
) 2100-2400

(e
(f
12. High School GPA

(a) 0.00-0.99
(b) 1.00-1.99
(¢) 2.00-2.99
(d) 3.00-4.0
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13.

14.

15.

16.

17.

18.

19.

The following section includes a number of statements that may or may not describe
your beliefs about learning computer forensics and the computer security field in general.

If you don’t understand the statement, leave it blank. If you do understand but have
no strong opinion, circle 3. Work quickly and don’t over-elaborate the meaning of each
statement.

1 represents “strongly disagree,” 2 represents “somewhat disagree,” 3 represents “neu-
tral,” 4 represents “somewhat agree,” 5 represents “strongly agree’

I believe it is valuable and helpful to learn challenging academic content by discussing
these challenging topics with my fellow classmates.

(1) Strongly Disagree (2) Somewhat Disagree (3) Neutral (4) Somewhat Agree
(5) Strongly Agree

It is important for computer science students to understand malicious software, which
is a program that is inserted into the system to compromise the data or availability.

(1) Strongly Disagree (2) Somewhat Disagree (3) Neutral (4) Somewhat Agree
(5) Strongly Agree

I believe the content presented in this workshop is relevant to my studies as a computer
science student.

(1) Strongly Disagree (2) Somewhat Disagree (3) Neutral (4) Somewhat Agree
(5) Strongly Agree

It is important for computer science students to have thorough knowledge of filesystem
internals for digital forensics.

(1) Strongly Disagree (2) Somewhat Disagree (3) Neutral (4) Somewhat Agree
(5) Strongly Agree

It is important to maintain chain of custody for digital evidence for forensic investiga-
tions.

(1) Strongly Disagree (2) Somewhat Disagree (3) Neutral (4) Somewhat Agree
(5) Strongly Agree

I learn topics well when I work through problems and discuss concepts with my peers.

(1) Strongly Disagree (2) Somewhat Disagree (3) Neutral (4) Somewhat Agree
(5) Strongly Agree

It is likely that I will take computer security courses after completing this workshop.

(1) Strongly Disagree (2) Somewhat Disagree (3) Neutral (4) Somewhat Agree
(5) Strongly Agree
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20.

21.

22.

23.

24.

25.

26.

27.

28.

As a computer science student, I should be aware of the state of data on a storage drive
after a format operation.

(1) Strongly Disagree (2) Somewhat Disagree (3) Neutral (4) Somewhat Agree
(5) Strongly Agree

When the instructor asks questions during the workshop, it is helpful for my learning.

(1) Strongly Disagree (2) Somewhat Disagree (3) Neutral (4) Somewhat Agree
(5) Strongly Agree

It is important to recover the contents of volatile memory when a computer is seized
for an investigation.

(1) Strongly Disagree (2) Somewhat Disagree (3) Neutral (4) Somewhat Agree
(5) Strongly Agree

I take interest when digital forensic investigations are highlighted in the news.

(1) Strongly Disagree (2) Somewhat Disagree (3) Neutral (4) Somewhat Agree
(5) Strongly Agree

I would be interested in an alternative lecture structure including more discussion and
interaction with classmates.

(1) Strongly Disagree (2) Somewhat Disagree (3) Neutral (4) Somewhat Agree
(5) Strongly Agree

To understand computer forensics, I discuss it with friends and other students.

(1) Strongly Disagree (2) Somewhat Disagree (3) Neutral (4) Somewhat Agree
(5) Strongly Agree

[ am not satisfied until I understand why something works the way it does.

(1) Strongly Disagree (2) Somewhat Disagree (3) Neutral (4) Somewhat Agree
(5) Strongly Agree

I study computer forensics to learn knowledge that will be useful in my life outside of
school.

(1) Strongly Disagree (2) Somewhat Disagree (3) Neutral (4) Somewhat Agree
(5) Strongly Agree

Nearly everyone is capable of understanding computer forensics if they work at it.

(1) Strongly Disagree (2) Somewhat Disagree (3) Neutral (4) Somewhat Agree
(5) Strongly Agree
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C Workshop Peer Instruction and Clicker Survey

1. What is your clicker number? It should be on the sticker on the back of the clicker,
below the barcode. If you're unsure, please raise your hand.

2. Select all statements which are true of you.

(a) I have used clickers before in a computer science class at this school.
(b) T have used clickers before in a physics class at this school.
(c) I have used clickers before in a biology or chemistry class at this school.

)
)
)
(d) T have used clickers before in a psychology class at this school.
(e) T have used clickers before in some other class at this school.

)

(f) T have used clickers at some other institution before.

3. If you have used clickers in another class at this school, tell us the instructor name (or,
if you can’t remember, the class number):

Please rate your level of agreement with the following statements.

If you don’t understand the statement, leave it blank. If you do understand but have
no strong opinion, circle 3. Work quickly and don’t over-elaborate the meaning of each
statement.

1 represents "strongly disagree”, 2 represents "somewhat disagree”, 3 represents "neu-
tral”, 4 represents “somewhat agree”, 5 represents “strongly agree”

4. Thinking about clicker questions on my own, before discussing with people around me,
helped me learn the workshop material.

(1) Strongly Disagree (2) Somewhat Disagree (3) Neutral (4) Somewhat Agree
(5) Strongly Agree

5. I read the required material before the workshop.

(1) Strongly Disagree (2) Somewhat Disagree (3) Neutral (4) Somewhat Agree
(5) Strongly Agree

6. The pre-workshop reading quiz helped me recognize what was difficult in the reading.

(1) Strongly Disagree (2) Somewhat Disagree (3) Neutral (4) Somewhat Agree
(5) Strongly Agree
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10.

11.

12.

13.

Most of the time my group actually discussed the clicker question.

(1) Strongly Disagree (2) Somewhat Disagree (3) Neutral (4) Somewhat Agree
(5) Strongly Agree

. Discussing course topics with my seatmates in the workshop helped me better under-

stand the workshop material.

(1) Strongly Disagree (2) Somewhat Disagree (3) Neutral (4) Somewhat Agree
(5) Strongly Agree

. The immediate feedback from clickers helped me focus on weaknesses in my understand-

ing of the workshop material.

(1) Strongly Disagree (2) Somewhat Disagree (3) Neutral (4) Somewhat Agree
(5) Strongly Agree

Knowing the right answer is the only important part of the clicker question.

(1) Strongly Disagree (2) Somewhat Disagree (3) Neutral (4) Somewhat Agree
(5) Strongly Agree

Generally, by the time we finished with a question and discussion, I felt pretty clear
about it.

(1) Strongly Disagree (2) Somewhat Disagree (3) Neutral (4) Somewhat Agree
(5) Strongly Agree

Clickers are an easy-to-use class collaboration tool.

(1) Strongly Disagree (2) Somewhat Disagree (3) Neutral (4) Somewhat Agree
(5) Strongly Agree

Clickers helped me pay attention in this workshop compared to traditional lectures.

(1) Strongly Disagree (2) Somewhat Disagree (3) Neutral (4) Somewhat Agree
(5) Strongly Agree

o6



14. Using clickers with discussion is valuable for my learning.
(1) Strongly Disagree (2) Somewhat Disagree (3) Neutral (4) Somewhat Agree
(5) Strongly Agree

15. I recommend that other instructors use this approach (reading quizzes, clickers, in-class
discussion) in their courses.

(1) Strongly Disagree (2) Somewhat Disagree (3) Neutral (4) Somewhat Agree
(5) Strongly Agree

16. Comments?

Please select the answers with which you agree most.
17. From the point of helping me learn, the content of clicker questions was

Much too hard
Too hard

(a)

(b)

(c) O

(d) Too easy

(e) Much too easy

18. In general, the instructor gave us enough time to read and understand the questions
before the first vote.

) No, far too little time

) No, too little time

(¢) OK amount of time

(d) Yes, too much time

(e) Yes, far too much time
19. Which of the following best describes your discussion practices in this workshop?

(a) I always discuss with the group around me, it helps me learn

(b) T always discuss with the group around me, I don’t really learn, but I stay awake
(
(d

(e) I rarely discuss, I'm too shy

)
)
c¢) I sometimes discuss, it depends
) I rarely discuss, I don’t think I get a lot out of it
)
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20. The amount of time generally allowed for peer discussion was

(a) Much too short
(b) Too short
(c¢) About right
(d) Too long
(e) Much too long

21. In general, the time allowed for class-wide discussion (after the group vote) was

(a) Much too short

(b) Too short

(c¢) About right

(d) Too long

(e) Much too long

22. In general, it was helpful for the instructor to begin class-wide discussion by having
students give an explanation.
(a) N/A - The instructor rarely did this
(b) It’s not helpful to hear other students’ explanations

(c) Tt was helpful to hear other students’ explanations

23. The professor explained the value of using clickers in this class.

Not at all

Somewhat, but I was still unclear why we were doing it

(a)
(b)
()

)

(d) Yes, they explained it too much

Yes, they explained it well
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